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My Points 
1.  Big data is creating a link between social 

resilience and privacy 
–  Otherwise, there is no privacy in social 

resilience 
–  I will try and describe the nature of that link 

2.  The relationship between privacy and big 
data is often presented as a conflict 

–  I will try and show that there are ways to 
gracefully combine both, and that this 
combination contributes to social resilience 
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The Oak  
and the  
Reed 
 
A tale of 
resilience  
or anti-fragility 
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Big Data Modelscannot predict 
Social Systems resilience 

•  Fascinating research questions, e.g., 
•  Learning “about the strange geography of our collective 

social experience”-- Jon Kleinberg 

•  Self-knowledge through (historical) numbers – 
Quantified Self 

•  However, “understanding is a poor substitute for 
convexity” -- Nicholas Nassim Taleb 
•  Hard to capture the complexity of modern systems 
•  Cannot predict a system’s response to unknown 

stressors. 

•  Big data infrastructure may play a major role 
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Social Resilience 

 
“creative outcome, involving individual and 

communal tactics in the face of social, 
environmental and economic challenges” 
 

Irina Shklovski and Ann Light 
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Social Resilience / Disaster 
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http://occupysandy.net 
 



Social Resilience / Long-term Challenges 
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Towards a Carbon Neutral Denmark by 2050 

City of Copenhagen 

Challenge: CO2 neutral future 

Requires a new culture 
of energy consumption: 
from load-aware supply, 
to supply-aware load 

 -- David Culler 

Big data can help people 
characterize, understand 
and individually/collectively 

change energy  
consumption patterns 

First step:  
load disaggregation 

 



Resilient Systems Features 
Diversity and 
Redundancy 

Modularity Reserves Social Capital 

Agency Inclusiveness Tight Feedbacks Innovation 
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See Laurie Mazur’s  New World Watch essay, 2013 
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The crucial importance 
of personal data 

Will our children (individuals, citizens,  customers) 
indefinitely let states, banks, web companies appropriate 
their personal data, as they have become a source of 
wealth? Here is a political, moral and legal problem  whose 
solutions will transform our historical and cultural horizon. 



•  Three paradoxes: 
•  Transparency Paradox 
•  Identity Paradox 
•  Power Paradox 

•  The problem with preemptive predictions 
•  The illusion of neutral classifications 

Big Data is a Manufactured Risk 

See Privacy and Big Data Workshop 09/13 
@ Stanford Law Review Online 

1.  Centralized/opaque  
decision making 

2.  Privacy Breaches 



Privacy as Contextual Integrity 
-- Helen Nissenbaum 

The basic idea: 
•  Exchange/sharing of personal data is good. It is at the 

core of any social interaction 
•  Privacy is not about secrecy, it is about appropriateness 

•  Any social context (work, education, health, ...) defines 
– more or less explicitely – a social norm, i.e., an 
appropriate behaviour that is to be expected. 

•  Contextual integrity gives a framework to reason about 
the norms that apply, in a given social context, to the 
flows of personal data (i.e., informational norms) 

•  A privacy breach is a breach of informational norm 



Big Data, Privacy and Social 
Resilience 

Diversity and 
Redundancy 

Modularity Reserves Social Capital 

Agency Inclusiveness Tight Feedbacks Innovation 
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Does Big Data  
contribute to making 
us Oaks or Reeds? 
 
(1)  does big data  
offer strong privacy 
guarantees? 
 
(2) does big data 
concentrate decision 
making in a few hands? 

pds4nrj.eu 



Secure Personal Clouds  
are Worth a Trial 

•  Massively decentralized data platform for 
personal decision making, with strong 
privacy guarantees 

A data platform where the edges (i.e., personal 
devices) incorporate hardware security modules and 
are trusted, and the cloud infrastructure (providing 
storage, communication and computation) is not 
trusted 
Personal analytics/models for home energy 
management, health monitoring, training, home 
surveillance, ... 
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Trusted Cells  
[CIDR13] 
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Subject	
 Object	
rights	


Authorization	


Obligations	
 Conditions	


Usage	  decision	


Subject	  attribute(s)	

Object	  attribute(s)	


Usage control: 
  Enforcement/Audit on 
  trusted execution environments 

Personal Analytics: 
  Decentralized/ 

 supervised 
  load disaggregation 



Trusted Personal Devices 
with TrustZone [TrustData’13] 
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Conclusion 
1.  We should teach ethics/risks to new generation of data 

scientists and CS students 
–  It is important that technologists get a deep understanding of the 

risks introduced by Big Data (certification courses exist for health 
professionals) 

2.  Big Data should contribute to society’s resilience 
–  For both acute crisis and for long term challenges 

•  Analysis of manufactured risks to define failures 

3.  Trade-offs should be explored between innovative big data 
services and privacy 

–  Trusted Execution Environments powered by Hardware security 
modules open up the design space 

–  Systems supporting data-driven decision making need not/should 
not  make it permanently harder to exercise our privacy rights. 
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